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Data Encryption between Multiple PIX Systems Turns
the Internet into a Secure Virtual Private Network

Cisco Systems' PIX Private Link is an encryption card for the PIX
Firewall that allows users to communicate in total privacy. This card
provides a secure, data-encrypted | P connection between up to 256
PIX Firewallslocated at | P-connected sites. The Cisco PIX Private
Link Card supports the Data Encryption Standard (DES) agorithmin
hardware for maximum performance. The PIX Private Link turns the
Internet into a secure Virtual Private Network (VPN).

With PIX Private Link, customers avoid the expense and long lead
times of leased lines and value-add networks (VANS). Additional
savings accrue when remote office LAN clients transparently use PIX
Private Link to securely connect over the Internet, rather than using
dedicated banks of modems.

PIX Private Link shares PIX Firewall’ s design philosophy: It’s stream-
lined, for high performance on today’s T1 lines and beyond. It's
reliable, to support 24 hours aday, 7 days aweek network require-
ments. The two-command setup frees valuable system administrator
time. Best of all, PrivateLink sits securely withinthe PIX, aUNIX-free
environment immune to today’ s busy hackers.
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PIX Private Link used in conjunction with PIX Firewall conceals sensitive
data—on the LAN or over untrusted networks—from unauthorized eyes.
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Features Benefits
 Builds private, encrypted tunnels through any public,  Securely connects headquarters with remote sites
untrusted IP network « Builds VPNs over the Internet’s multiple paths rather than
* Provides secure redundancy over WAN point-to-point leased lines
» Compatible with existing PIX Firewall systems  Eliminates lead times for dedicated circuits
« Directly connects up to 256 other sites * Festures easy installation with no maintenance
 Easy two-command setup » Nonintrusive and completely self-contained—transparent to users
» Setsanew standard in affordability » Links multiple locations quickly and inexpensively

* High-speed throughput for today’s T1 lines and beyond

Product Model  PrivateLink, protected by its PIX Firewall environment, isimmune

« PIX-PL )
to UNIX security breaches
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